IIpakTHYeckoe 3a1aHue NI PerHOHAJBHOIO 3TAlNAa BCEPOCCHIICKOI 0TUMITHABI
IIKOJbHUKOB 10 TexHoJoruu 2024 — 2025 y4e0nblii roa

Hpoduias “Urdopmanuonnas bezonmacHocTs”, 9 KiIace

TemaTnku 3aganuii
B Type HeoOxomuMo pemmTh Kak MOXKHO Oombine 3amanwii. HaGopbl 3amanuil OpHEHTHPOBAHBI Ha
KOMIUIEKCHYIO OIIEHKY HAaBBIKOB YYaCTHHUKOB 3aKIIOYHTEIBHOTO Typa W MOTYT OXBaThIBaTh

TMEPCUNCICHHBIC HUXKE TCMBI:

1. PeBepc (aHanM3 UCXOAHBIX TEKCTOB KOMIIBIOTEPHBIX POTPaMM)

2. Web (mowuck ysi3BUMOCTEH Web-IIPHIT0KEHHIA)
3. Forensics (mmouck ciie1oB HHIUIEHTOB HH()OPMAIIMOHHONW 0€301aCHOCTH )
4. Linux\Unix (Misc) (3aganust cMenianHoi kareropu, 3ammura OC Linux\Unix)
5. Anamms Tpaduka
6. Cpexcrsa 3amutsl nHpopmanun (C31).
IIpumeyanus:

Onenka 3amanmii (kpome Temaruku C3UM) mpowW3BOOUTCS aBTOMATHYECKH 1O (HaKTy
pa3MeIieHns] YYaCTHUKOM B TIOJIE JUIS BBOJA KOPPEKTHOro (hiara — CTPOKH OMNPENENICHHOTO BHIA
(mabmon OymeT 03BydYeH TMepe] HavajJoM Typa), IOCTYI K KOTOPOMY SIBISIETCSI HHIAKATOPOM
YCIICIITHOTO PEIICHHS 3a/1aHusI.

Onenka 3amgaamid mo Temartnke C3U mpom3BoguTCS OpraHW3aTOpaMH Ha OCHOBaHUHU
IPEIOCTaBICHHBIX YYaCTHUKAMHU (anioB.

MakcuMabHO BO3MOXKHOE YMCIIO 0AUIOB 3a IMPAKTUYECKUA Typ — 35 06auios.

WHcTpykuus U1 yyacTHUKA MPUIIOKEHA K TaHHOMY nokyMeHTy ([Ipunoxenue A).

Bpems Ha u3yuenue mHCTpYKUMU (10 30 MHHYT) HE BXOOUT B 00IIee BPEMS BBIIOIHEHUS
3alaHHMN.

WHCcTpykumss — ansg  aAMHUHHACTPATOPOB  PacHpOCTpaHsieTcss  OTHAENBHO,  SIBJISIETCS

KOH(I)HﬂCHHHaHLHOﬁ " y4aCTHUKaM HC MPEAOCTABIIACTCA.



HNnudpacTpykTypa y4acTHHKA
1. Ha IIK y4yacTHHKa OTMMIMA/Ibl JOJKEH OTCYTCTBOBATh TOCTYH B ceTh “VHTEepHeT .
2. Ha IIK yuacTauka yctaHosieH runepsuszop VirtualBox'.
3. YyacTHUKY npepocTaBisercss oOpa3 BHUPTyaJbHOH MalIMHBI C HEOOXOOUMBIM HPOTrPaMMHBIM
obecriedeHueM I pelleHus 3aAanuil. BupTyanpHyl0 MallMHy yyacTHUKa TpeOyeTcsl 3alyCTHUTh /0
Hayaja IpakTUYECKOoro Typa.
4. Ha cepBepe OpraHu3aTopoB 3amycKaeTcs BHpTyalibHas MamuHa ¢ [lmardopmoli ¢ 3amaHusMy,
KOTOpasi HCHONB3yeTCs Ui pemeHHs BCceX 3aJaHuii, Kpome 3amaHuii mo pabore ¢ C3U.
Pazeepmuieanue Ilnamghopmot 0131 Kax3coozo Kiacca HNPOU3BOOUMCA HENOCPEOCHIBEHHOZ0
opzanuszamopamu He no3onee uem 3a 1 oenv 00 nposedenus npakmuveckozo mypa. BuptyaibHas
MammrHa ¢ [Tnardopmoii Takke ToKHA OBITH TOCTYIIHA 10 JIOKATBHOW CETH C MAIIMH YYACTHUKOB.
5. Jlo Havara BBITIOJHEHUS 33aHUI BCe YYaCTHHK JOJDKHBI OBITh 3aperucTpupoBansl Ha [Inardopme
CTFd 1 monmy4uTh JIOTUH/TIApOIb.
6. Jlnst 3arpy3ku yuacTHUKaM# (aiiyioB (CKpUHILIOTOB, CKPUNITOB, KOHPUTYpAIMOHHBIX (DaiIIOB U T.11.),
MOATBEP)KJAIOIIMX BHINOMHEHUE 3aiaHuii Tematuku C3U, opraHuzaTtopsl NpefoCcTaBAT MEXaHU3M
WHIMBUAYaAIbHON 3arpy3ku ¢aiiyioB (MHAMBHIAYAIbHBIE MAlKd C MEPCOHAIBHBIM JIOCTYIIOM ISt
KaXXI0TO yYaCTHHUKA).

Iopsinoxk npoBeneHus

JUTUTENbHOCTD MPAKTUYECKOTr0 Typa (BBIOJIHEHUE IPAKTUUECKUX 3aJaHni) Ui y4aCTHUKOB 9 Kiacca
cocraBiseT: He MeHee 3 waca 30 muHYT (06e3 ydera mepepsiBoB). B ciydae oOHapy)eHUs
HEHCIIPAaBHOCTU B OOOPYAOBaHMHU, BO3HHKILIEH HE MO BMHE YYaCTHMKA, [0 PELICHUIO HAOIIOAATeIIs
JAHHBIM y4acTHUK MOKeT mepececTb Ha pe3epBHbd IIK. Bpems, 3arpaueHHOe Ha BBISBICHUE U

yCTpaHEHHUE TaKOW HEUCIPABHOCTH, KOMIIEHCHPYETCH.

Oo0mme TpedGoBanus
1. Jlo Hayana nmpakTU4YecKOro Typa Heodxoaumo obecrieunts goctyn ¢ [1K yuactHukos k [lnatdopme
C 3alaHMSIMU, pa3BepHyToH Ha cepBepe. Ha skpanax 1K yyacTHMKa MOJKHBI OBITH BBIBEICHBI OKHA
peructpanru Ha iaTgopme ¢ 3aJaHUsIMH.
2. Ilocrme crapra NUpPaKTHYECKOTO Typa, YYacTHUK JOJDKEH BBIMOJHSATH 3aJaHHsS IIOJHOCTBIO
CaMOCTOSITENbHO. 3aianus pacnoioxensl Ha [lnardopme. IIporpaMMHBId HHCTpYMEHTApHN I HX
peleHns AOCTyIeH Ha BUPTYyaibHbIX MamnHax Ha [1K ygacTHHKOB.
3. Ilo okoOHUaHMU pelIeHUs 3aJaHNi YYaCTHUK OJTUMIINAAbI MOKET MOKUHYThH ayAUTOPHIO.
4. Haitnennsie ¢uaru (kpome 3amanuii C3W) Beogsarcs Ha [lnatdopme. KonnyecTBo MOMBITOK BBOJA
(ara He orpaHuyYeHO. 3a OMIMOOYHO BBEACHHBIN (biar Oalljibl HE CHIYKAIOTCS. YBEIIHO HAWICHHBIN

¢aar ®opmar ¢uiara vsosh{ratidennviti_6 3adanuu_¢hnae}, B 1000M PErucTpe

T https://www.virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

Chall

PopeH3nKa

Pucynok 1 — npumMepHsIit Bua skpanHoro uaTepdeiica Ilnatgopmel ¢ 3ananusMu

TecToBan 3afjava Ha seb
10

I DT s 4

Irstance Info

TecTosas 3agaqa Ha Beb
10

1Y gt o e 18

Instance Info

PucyHok 2 — npuMep ycrenHoro BBojia (rara. 3ajanue 3acHUTaHo.



Kapra pa3daninoBku s 9 kiaccoB

Ne Tematuka 3amanus Kpurepun ouenku Kon-Bo 6annos

3ananus

1. C3Hu-1 @DakT pa3MeIICHUs] yJaCTHUKOM B IIOJIC 3
ISl BBOJIa KOPPEKTHOTO (hitara

4, Web 1 ®DakT pa3MeIICHHUs] yJaCTHUKOM B IIOJIC 5
U1l BBOJA KOPPEKTHOro duiara

5. Forensics 1 @akT pasMelIeHUs] YYaCTHUKOM B IIOJIE 5
ISl BBOJIa KOPPEKTHOTO (hitara

6. Forensics 2 @akT pa3MelIeHUs] YYaCTHUKOM B IIOJIE 5
JUIsl BBOJA KOPPEKTHOTO (hiara

7. Reverse-1 @akT pa3MelIeHUs] YYaCTHUKOM B IIOJIE 5
U1l BBOJA KOPPEKTHOTO (hiara

9. C31-2 Kputepun onienku npuBeneHs! B 3a1aHUN 5

10. C313 Kputepun onienky npuBeneHs! B 3a1aHUN 7

+ Anaam3 Tpadpuka
2 35




3agannsa

C3MU-1 —T'ocynapcTBeHHas1 TaifHA

Torapum craxép! Ha «IIpenmpustun 3826» npousonnia aBapus. [lomydueHHsiii ToBapumieM HegaeBsim
3amugpoBaHHBIN (DAt COMEPKUT IICHHBIE cBeieHus 00 uHiaeHTe! K cuacThio, BCE HeoOXoaumoe st
pacmmdpoBKY y Hac, TOX0Xe, ecTh. Paciudpyit nanHbIe poOOTOB M 3aHECH KITI0Y B CUCTEMY !

PekomMenayembie yTuauTel: openssl, bash.

[{esib paQoTHI: MOJTyYEHHE IOCTYTIA K (Iiary.
Kpurepuii OlIeHKH: TIPEIOCTABICHHIE MPABUILHOTO hrara.

Web 1 - KoslieKTUBHBIE JOKYMEHTBI

Ha «IIpeanpusitun 3826» Oblia BHeApEHa HOBast CUCTEMA 3JIEKTPOHHON JOKyMeHTauuu. CrienuaibHo
s He€ nmxeHep IleTpoB pa3pabotan 0coOblil anropurM reHepanuy HAeHTU(GHUKATOPOB JOKYMEHTOB.
OmHako B mpomecce pa3padOTKH, W3-3a CXKATBIX CPOKOB, OCTajach HE3aMEUCHHOW OIIMOKa,
yrposaromiasi KOH(QHUIESHIIMATFHOCTH XPAHSAIMINXCS JOKyMEHTOB. ToBapwil, MOMOTHTE HaM HaWTH
mpobiieMy, a B KadecTBe IOATBEPXKACHHUSA TPHUBEANTE CONEPKUMOE OJHOTO W3 JOKYMEHTOB,
HEJOCTYNHOr0 TOCTEBOMY IOJIb30BaTENIO!

Pexomennyemble yrunutel: BurpSuite, Python

[{enb pabOTHI: HCCIEIOBAHNE JIOTUKU pabOTHl Web-TIPHIIOKEHHS M TIOJTyYeHUe JOCTyTa K ¢iary.
Hrtor paboThl: MOMYYHUTh JOCTYII K (rary.

Kpurepuii onieHKH: MPpeJOCTaBICHNE KOPPEKTHOTO (prara.

Forensics 1 - NEUROIMPLANT Storage Recovery

[Ipu sBakyarnuu JaHHBIX U3 30HBI-16 nepexBadeHa nepeaaya pe3epBHON KOMUH HEHPOUMITIIAHTOB.
BoccranoBute 00pa3 cucTeMbl XpaHEHHS AJIS TOCTYIIA K YepTesKaM MIPOTOTHIIOB.

Pexkomennyembie yrunutel: Wireshark.
[{ers paGOTHL: HCCIIEAOBAHME JaMIIa CETEBOTO TpaduKa.

UTor paboThl: MONYYUTH IOCTYI K Qriary.
KpuTepuii olleHKH: IpeI0CTaBICHNUE IPaBUILHOTO h1ara.

Forensics 2 - [lamaTs Ko/ulekTHBHOTO padyma

B pesynbraTe c60s B pabote HeitpononumMepa, DiaeoHopa BeIFpy3uia 4acTh cBoeH mamsatu. Cpeau
BCEro Mycopa 00HApYKEH CKPHIIT aBTOMATU3aI[U1, KOTOPBINA, KAXKETCS... ITBITACTCS YTO-TO
creHepupoBarb? B pamkax maHHOTO 3a1aHus Te0e, CTaxKep, MPEACTOUT MPOAHATU3NPOBATH JTAMIT
MaMsATH HEKOTOPOU OTEepaIlMOHHON CUCTEMEBI B Pa30o0path 3Ty IU(PPOBYIO “Kamry”.

Pekomennyembie yrunuthl: volatility2, volatility3, python.

[{esib paboTHI: MCCIEeIOBAHKE JaMIIa MAMSITH ONIEPAITHOHHON CHCTEMBI.
HTor paboThl: MOMYYUTH JOCTYI K (ary.

Kputepuii OlleHKH: MPEIOCTABICHNE MPABIILHOTO (hiiara.

Reverse 1 — Komnextus 2.0




B naboparopusix mpennpusitust "3826" pazpaboTaH HOBBIH MPOTOKON IMHU(PPOBAHUS I AOCTyNa K
SKCIEepUMEHTaNbHON Bepcuu Heiipocetd "KomnektuB 2.0". DTOT mpoTOKON SKOOBI crocoOeH
OCTaHOBUTBH JIIO0YIO MOIBITKY B3JIOMA.

Bama 3agaua — U3y4uTh IporpaMMmy U aJrOpUTM aBTOPU3aLUK, OOOWTH BCTPOCHHYIO 3aLUTY U HalTH
KOJ JOCTYIIA.

Pexomennyemble yrunutel: IDA Free, Ghidra, GDB, python
[{es1b paGoTHI: ONpPEAETUTh aITOPUTM PaOOTHI IPOTPAMMEI, BOCCTAHOBUTH CEKPETHOE 3HAYCHHE.

HTor paboThl: MONYYUTH IOCTYI JI0 (hiara.
Kputepuii OlIeHKH: TIPEIOCTABICHHIE MPABUILHOTO hrara.

C3M 2 - ba3za nox yrpo3oit

Tosapum craxxép! Ha nepenoBom o6wexte “Ilpeanpusrue 3826 poOOTH BHECIN H3MEHEHHS B HAII
Ha/ICKHBIA K01, 00pabaThIBaroIInil 3anpockl K 06ase naHHbIX. CpOUHO 3aAe1aiTe JbIpY B
6e3onacHocT ¢ IoMollbio oHNaH-IDE, 4To0b npeA0TBpaTUTh yTeuKy HHPOPMALUH O
coTpyaHHKaX. TaM Bcé mpocTo, maxe Tol cupaBumbes. OmnaitH-IDE ayBcTBUTENBHAS, TAIITN KO 0€3
OLIMOOK.

PekomMenayembie yrunuthl: python (momHu, cTaxkép, mpo Yncio npoOdesIoB B oneparopax B python)
[{enp paboTHI: U3MEHEHUE KOa MIPIIIOKEHUS.

Hror paGoThl: MOIy4UTH (Iar MOCIIe BEPHOTO MCIIPABICHUS KO/A.

Kpurepuii OlIeHKH: TIPETIOCTABICHHIE MPABUILHOTO hrara.

C3U 3 - CeTeBhbI€e ABIKEHUA

Topapum! Ha 'Tlpeanpusituu 3826' 3adukcupoBaHa IOJO3pPUTEIbHAs AKTUBHOCTH B CETEBOM
uHdppacTpykrype. PoboT oTnpaBisieT onacHble akeThl, BbI3bIBas COOU B cucTeMe yipasieHus. Hamu
JNETEKTOpPbl YJIOBWJIM CETEBbIE IIAKeThl, HO U3-3a OCTAaHOBKM HeHpoMM MBI He MOXeM HX
MpoaHaIu3upoBaTh. TBOS 3amaya — pa3o0paTh CETEBYIO aKTUBHOCTH B HaIllel CETH, BBIIBUTH BCE
3Tarnbl BO3MOKHOM KnOepaTaku M HalMcaTh OTYET “HaBepX 00 aTake.

BAYKHO: IP-aapec aTakyromero - HHAXKATOP PEIICHUS 3a/IaHusl, pa0OThl YIaCTHUKOB, HEKOPPEKTHO
\ He OmpEeNeNUBIIMX €ro - He MOJUICKAT MalbHEHIneld nmpoBepke! PelleHrne pasMecTHTE B CETCBOM

Tarke, MpoayonupyiTe Ha pabodem crose Bamrei BupTyalbHON MaIllMHBI y9aCTHUKA.

Pexomennyemsie yrunutel: Wireshark, hashcat

[{eap paboTHI: UCCIIEIOBaHNE BPEJOHOCHON aKTUBHOCTH B 3aMKCH Tpaduka

Hror paborsr:

1. Cpoansbpli B TeCTOBYIO cucTemy IP-anpec aTakyromiero

2. TexkcroBwlii ¢aiin report.txt ¢ aHaTM30M XO0Ha aTaKW W 3aIlOJIHCHHBIMHU IOJISMH (MIa0I0OH TS
3arOTHEHUS IPIWIOKEH K 3aJaHUI0 Ha TuIaThopme).

Kpurepuu onenku:

» Koppekrtno onpenenen [P-agpec arakyromero - 1 6amn

» KoppekrtHo onpenenex ¢aar - 1 6anna
* KoppekTHo omnmcana Iernoyvka IpoBeeHUS aTaky - 4 Oayia

» KoppekTtHo onpeneneH naposbs nonb3oBatens mpalledorous - 1 6amn



